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YOU'VE HAD A CYBER ATTACK

NOW WHAT?

“TURNING THE TIDE: NAVIGATING THE AFTERMATH
OF A CYBER SECURITY ATTACK WITH RESILIENCE
AND RESPONSE"

RONALD KOHLMAN



PRINCIPLES

(J ORGANISATIONS MUST ALLOCATE RESOURCES FOR ROBUST CYBER SECURITY MEASURES
AND INCIDENT RESPONSE TO MITIGATE RISKS. CYBER-CRIME POSES ONGOING THREATS TO
INDIVIDUALS, BUSINESSES, AND GOVERNMENTS, REQUIRING A MULTI-PRONGED
APPROACH:

1. IMPLEMENT STRONG SECURITY CONTROLS, INCLUDING FIREWALLS AND ACCESS CONTROLS.
2. EDUCATE EMPLOYEES ON CYBERSECURITY, IDENTIFYING AND AVOIDING THREATS.

3. DEVELOP A RESPONSE PLAN FOR INVESTIGATING, CONTAINING, AND RESTORING SYSTEMS AFTER
AN ATTACK.

L A CYBER SECURITY INCIDENT DISRUPTS OR BREACHES INFORMATION SYSTEMS, AFFECTING
BUSINESSES OF ALL SIZES. ORGANISATIONS NEED WELL-DEFINED INCIDENT RESPONSE
PLANS TO MINIMISE DAMAGE, PROTECT ASSETS, AND RESTORE NORMAL OPERATIONS
PROMPTLY.




COMMON CYBER ATTACKS

A cyber security incident disrupts or breaches information systems, affecting businesses of all sizes. Organisations need
well-defined incident response plans to minimise damage, protect assets, and restore normal operations promptly.
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Malware: Phishing: Ransomware: Denial of Service (DoS) SQL Injection: Man-in-the-Middle
Damages or gains Deceptive attempts to Encrypfs files, and Distributed Denial of Exploits database (MitM) Attacks:
unauthorized access to trick individuals into demanding payment for Service (DDoS): vulnerabilities for Intercepting and altering
computer systemes. revealing sensitive release. Overloads systems to unauthorized access. communication
information. disrupt functioning. between two parties.

A cyber-attack is a malicious and deliberate attempt by individuals or organisations to exploit vulnerabilities in computer
systems, networks, or digital devices. The motives behind cyber-attacks can vary and may include theft of sensitive
information, disruption of operations, financial gain, or political motives. The cost impact can be enormous.
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CAUSES OF CYBER-ATTACKS

THERE ARE MANY DIFFERENT CAUSES OF CYBER-ATTACKS, BUT SOME OF THE MOST COMMON INCLUDE:

1. FINANCIAL GAIN: CYBER-CRIMINALS MAY LAUNCH CYBER-ATTACKS TO STEAL MONEY, CREDIT CARD INFORMATION, OR
OTHER VALUABLE DATA.

2. ESPIONAGE: GOVERNMENTS AND CORPORATIONS MAY LAUNCH CYBER-ATTACKS TO STEAL SENSITIVE INFORMATION
FROM THEIR RIVALS.

3. VANDALISM: CYBER-CRIMINALS MAY LAUNCH CYBER-ATTACKS TO DAMAGE OR DISRUPT COMPUTER SYSTEMS OR
NETWORKS.

4. ACTIVISM: HACKTIVISTS MAY LAUNCH CYBER-ATTACKS TO PROTEST GOVERNMENT POLICIES OR CORPORATE
PRACTICES.




DOWNSIDE IMPACT OF CYBER-CRIME

. . Dafa Breaches g
Financial Loss Breaches result in the exposure of REPUIGHORaliDATEEEE Legal and Regulatory
Cyber-attacks can lead to direct sensitive and confidential data, A data breach or cyber incident Consequences
financial losses through theft, fraud, leading to financial, reputational, can erode trust and damage an . .
or ransom payments. Organisations and legal consequences. organisation's reputation. This can Nop-compllapce with datq
may also incur costs associated with Organisations may face fines and lead to customer loss, decreased prf)’rechon and privacy regulahqns,
incident response, recovery, and legal action for failing to protect revenue, and challenges in !'ke. S;DPR of AL, (eleln resu.li in
legal actions. data. Identity theft from the data regaining trust. significant fines and legal actions.
breach.
- . . Extortion
Operational Disruption Intellectual Property Theft Ransomware attacks and other
Cyber-attacks can disrupt day-to- Cybercriminals may target extortion schemes can force
day operations, causing downtime intellectual property, tfrade secrets, organisations to pay ransoms to
and lost productivity. Ransomware or proprietary information, resulting regain control of their systems and
attacks, for example, can lock in the loss of competitive advantage data. Common method here is to
systems until a ransom is paid. and business secrets. “crypto lock” the organisation’s
systems and data.




IMMEDIATE ACTIONS TO TAKE WHEN A CYBER-ATTACK OCCURS

IF YOU SUSPECT OR CONFIRM THAT A CYBER-ATTACK HAS OCCURRED, IT'S IMPORTANT TO RESPOND PROMPTLY AND
EFFECTIVELY TO MINIMISE DAMAGE AND PROTECT YOUR SYSTEMS AND ORGANISATION AND RESTORE NORMAL OPERATIONS.
CYBER-ATTACKS CAN BE DEVASTATING FOR BUSINESSES AND ORGANISATIONS, CAUSING FINANCIAL LOSSES, REPUTATIONAL
DAMAGE, AND DATA BREACHES.
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REMEDY FOR CYBER ATTACKS
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* INCIDENT RESPONSE PLAN:
EXECUTE A WELL-DEFINED INCIDENT RESPONSE PLAN TO
CONTAIN, ERADICATE, AND RECOVER FROM THE ATTACK
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* FORENSIC ANALYSIS:
CONDUCT A THOROUGH FORENSIC ANALYSIS TO UNDERSTAND
THE SCOPE AND IMPACT OF THE ATTACK

e DATA RECOVERY:
RESTORE DATA FROM BACKUPS TO MINIMISE DATA LOSS
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e LEGAL ACTION:
PURSUE LEGAL ACTION AGAINST ATTACKERS IF IDENTIFIABLE
AND APPLICABLE
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YOUR CLOUD SERVICE PROVIDER HAS HAD A CYBER
SECURITY INCIDENT

EXPERIENCING A CYBER SECURITY INCIDENT WITH YOUR CLOUD SERVICE PROVIDER CAN BE DISRUPTIVE, BUT HAVING A
WELL-PREPARED RESPONSE PLAN IS CRUCIAL

9o
-

Remedy: Restoring Access and Prevention: Strengthening Actions to Take: Post-Incident Continuous Improvement:
Data Recovery Security Measures Recovery and Strengthening
Communication Incident Response Plan Post-Incident Analysis Lessons Learned
Data Recovery Security Audits Regulatory Compliance Security Awareness
Collaboration Redundancy Communication Strategy Redundancy Planning
Alternate Access Encryption Legal Review Third-Party Relationships
Access Controls Cyber Insurance
Continuous Monitoring Future Preparedness

Vendor Security Assessments




CLOUD SERVICE PROVIDER — PREPARATION

PREPARATION IS KEY IN HANDLING A CYBER SECURITY INCIDENT INVOLVING YOUR CLOUD SERVICE PROVIDER (CSP).
CLOUD SERVICE PROVIDERS CAN BE ATTACKED AND THERE HAVE BEEN SOME NOTABLE CYBER-ATTACKS AGAINST CLOUD

SERVICE PROVIDERS IN RECENT TIMES. THEY ARE NOT INFALLIBLE.




CYBER SECURITY A DYNAMIC AND EVOLVING FIELD

CYBER SECURITY IS A DYNAMIC AND EVOLVING FIELD, AND WHILE IT CANNOT GUARANTEE ABSOLUTE
PROTECTION AGAINST ALL THREATS, IMPLEMENTING EFFECTIVE CYBER SECURITY MEASURES CAN
SIGNIFICANTLY REDUCE THE RISK OF SECURITY BREACHES AND THEIR IMPACT.

Risk Assessment Security Policies Employee Training Access Controls
and Procedures and Awareness
Regular Software Incident Response
Updates and Patch Network Security Data Encryption Plan P
Management
. Regular Security
Cont!nu?us Vendor Security Audits and Backup and
Monitoring Recovery
Assessments
Regulatory =

. hreat Intelligence
Compliance



PREVENTION STRATEGIES
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Employee Training:
Educate employees
on cyber security
best practices and
how fo recognise
and avoid potential
threats

Patch Management:
Regularly apply
security patches and
updates to address
vulnerabilities

s
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Network Security Multi-Factor
Measures: Authentication:
Implement firewalls, Enhance access
intrusion conftrols with multi-
detection/prevention factor authentication
systems, and secure for critical systems
network

configurations

Regular Audits and
Assessments:
Conduct cyber
security audits fo
identify and rectify
weaknesses
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Security Policies and
Procedures:
Develop and enforce
comprehensive
security policies and
procedures
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Collaboration with
Security Experts:
Engage with cyber
security experts fo
assess and improve
overall security
posture




IMPORTANT CONSIDERATIONS

CYBER SECURITY IS AN ONGOING CHALLENGE, BUT ORGANISATIONS CAN TAKE STEPS TO PROTECT
THEMSELVES FROM CYBER-ATTACKS AND MINIMISE THE DAMAGE IF THEY ARE ATTACKED.

WHEN ADDRESSING CYBER-ATTACKS, SEVERAL IMPORTANT CONSIDERATIONS SHOULD BE PLANNED FOR TO
ENHANCE CYBER SECURITY AND MINIMISE POTENTIAL RISKS. TO ADDRESS THESE CHALLENGES,
ORGANISATIONS NEED TO TAKE A MULTI-PRONGED APPROACH TO CYBER SECURITY:

L] IMPLEMENT STRONG SECURITY CONTROLS:
THIS INCLUDES USING FIREWALLS, INTRUSION DETECTION SYSTEMS, AND ACCESS CONTROLS TO
PROTECT SYSTEMS FROM UNAUTHORISED ACCESS.

[ EDUCATE EMPLOYEES ABOUT CYBER SECURITY:
THIS INCLUDES TEACHING THEM HOW TO IDENTIFY AND AVOID PHISHING ATTACKS, MALWARE, AND
OTHER THREATS.

[1  HAVE A PLAN FOR RESPONDING TO CYBER-ATTACKS:
THIS INCLUDES HAVING A TEAM IN PLACE TO INVESTIGATE ATTACKS, CONTAIN DAMAGE, AND RESTORE
SYSTEMS.




ADDITIONAL CONSIDERATIONS

1. Multi-Layered 2. Regular = Employee 4. Patch SRt
: : Training and Controls and
defence: Security Audits: Management: .
Awareness: Least Privilege:
6. Incident 7. Data 8. Continuous 2 Ba.ckup i == Ver?dOr
Response Plan: Encryption: Monitoring: Llseisilsy SEEUTY
Recovery: Assessments:
11. Regulatory 12. Network =7 Threat 14. Endpoint =z .CIOUd
Compliance: Segmentation: Ll Security: SEbULY) S
' ; Integration: ' Practices:
16. ngal and 17. Collabpra‘nve 18. End-of-Life 19. Insider i
Privacy Security Svsterms: Threat Insurance:
Considerations: Initiatives: y ' Mitigation: ;




POLICIES TO CONSIDER

Security Mgrcll;sgvé?;int Malr?ae;s:r):ent Maﬁg;:::ent
_Ms;y.fitﬁ,w:g :0" Usage ;JAS:; : ; ec:‘:m ; Protection
_Audif Eg;g?:e o ;rity Review Eﬂi:‘n:; eArice:i:s

C|O:J:|Ci5<;) él;fiions Zero Trust Vulnerability
Response Framework Management




CHALLENGES

Complexities
these challenges
encompass the
ability of malicious
actors to operate
globally, the
interconnectedness
between
cyberspace and
physical systems,
and the
complexities
involved in
mitigating
vulnerabilities and
their potential
impacts within
intricate cyber

Adoption
the adoption of
sound cyber
security practices is
of utmost
importance for both
individuals and
organisations,
regardless of their
size

Cyber hygiene
practicing good
"cyber hygiene,"
which includes using
stfrong passwords,
keeping software
up to date,
exercising caution
when encountering
suspicious links, and
enabling multi-
{eleife)f
authentication, is
fundamental and
significantly
enhances online
safety

Principles
cyber security
principles are

equally applicable
to individuals and
entities

Applicability
for both
governmental and
private
organisations, the
development and
implementation of
customised cyber
security strategies
and procedures are
crucial for
safeguarding and
sustaining business
operations
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Increasing risk
with information
technology's
increasing
intfegration into all
aspects of our
society, the risk of
widespread or high-
impact incidents
that could disrupt
essential services
vital to the well-
being and
livelihoods of millions
of people across
the globe is on the
rise

Rising attacks
these attacks on our
technology are
happening with
greater
sophistication,
frequency, and
tenacity




CHALLENGES

Supply chain
disruption
aftacks on an
organisation's
suppliers or service
providers can
disrupt the supply
chain and impact
an organisation's
ability to deliver
products or services

Loss of customer

frust
customers may lose
frust in an
organisation that
fails to protect their
data. This can
result in decreased
customer loyalty
and revenue

Liability
organisations may
be liable for the
damages caused
by a cyber-attack,
particularly if
negligence is

Regulatory fines
organisations may
face fines and
penalties for failing
to comply with
cyber security and
data protection
regulations

Business
disruption
cyber-attacks can
disrupt day-to-day
business operations,

leading to downtime,

lost productivity, and
potential damage to
customer
relationships

Fraud
cybercriminals can
engage in financial

fraud, including
embezzlement and
fraudulent wire
transfers, causing
financial harm to
organisations

Environmental

damage
for some cases,
cyber-attacks can
resultin
environmental
damage,
especially when
critical
infrastructure or
industrial control
systems are
targeted



NOTABLE ADVICE

* WHEN YOU HAVE A PROBLEM, E.G. A CYBER EVENT (ATTACK), DO THE FOLLOWING:

Q, O th,

STOP LOOK ASSESS PLAN ACT

 DON’T IMMEDIATELY JUMP STRAIGHT IN AND ATTEMPT TO FIX THE PROBLEM WITH THE FIRST THING THAT
COMES TO MIND. UNDERSTAND YOUR PROBLEM FIRST.



SUMMARY

L CYBER SECURITY ATTACK HAS THE POTENTIAL TO DO HARM FROM VULNERABILITIES AND THREATS

L CYBER SECURITY ATTACKS ARE MALICIOUS ACTS COMPROMISING CONFIDENTIALITY, INTEGRITY, OR
AVAILABILITY OF INFORMATION ASSETS, IMPACTING SYSTEMS, NETWORKS, AND DATA

1.
2.

6.

UNDERSTAND THE SHARED RESPONSIBILITY MODEL OF CLOUD SECURITY
IMPLEMENT STRONG ACCESS CONTROLS AND DATA ENCRYPTION
ESTABLISH A REGULAR VULNERABILITY MANAGEMENT PROCESS
PROVIDE REGULAR SECURITY AWARENESS TRAINING TO EMPLOYEES
HAVE A PLAN FOR RESPONDING TO CYBERATTACKS

REGULARLY TEST, TRAIN, AND UPDATE INCIDENT RESPONSE PLANS

L ORGANISATIONS MUST ALLOCATE RESOURCES FOR ROBUST CYBER SECURITY MEASURES AND
INCIDENT RESPONSE TO MITIGATE RISKS. CYBER-CRIME POSES ONGOING THREATS TO
INDIVIDUALS, BUSINESSES, AND GOVERNMENTS, REQUIRING A MULTI-PRONGED APPROACH:

1.
2.
3.

IMPLEMENT STRONG SECURITY CONTROLS, INCLUDING FIREWALLS AND ACCESS CONTROLS
EDUCATE EMPLOYEES ON CYBERSECURITY, IDENTIFYING AND AVOIDING THREATS

DEVELOP A RESPONSE PLAN FOR INVESTIGATING, CONTAINING, AND RESTORING SYSTEMS AFTER AN
ATTACK

L  ORGANISATIONS NEED WELL-DEFINED INCIDENT RESPONSE PLANS TO MINIMISE DAMAGE,
PROTECT ASSETS, AND RESTORE NORMAL OPERATIONS PROMPTLY



ABOUT RONALD

RONALD IS A HIGHLY EXPERIENCED AND KNOWLEDGEABLE |T PROFESSIONAL IN THE FIELD OF PROGRAM AND TEST MANAGEMENT.
HE HAS HAD MANY ROLES WORKING ACROSS TRANSFORMATIONAL INITIATIVES AND COMPLEX ENTERPRISE TECHNOLOGY SOLUTIONS.
* LEADERSHIP IN TRANSFORMATIONAL PROGRAMS
* GLOBAL EXPERIENCE AND CROSS-CONTINENTAL TEAM LEADERSHIP
* GOVERNANCE FRAMEWORKS AND TOOLS
* DELIVERY OF COMPLEX TECHNOLOGY SOLUTIONS
» EXECUTIVE-LEVEL ENGAGEMENT AND CONSULTING

HE HAS BEEN WRITING AND PUBLISHING TECHNOLOGY INDUSTRY SPECIFIC DOCUMENTS FOR SEVERAL YEARS. IMPARTING HIS PRACTICAL
WORKING EXPERIENCE WITHIN THESE DOCUMENTS.

*  YOU CAN PURCHASE HIS TECHNOLOGY & PROJECT BOOKS ON AMAZON:

e YOU’VE HAD A CYBER ATTACK - NOW WHAT?
SECURING TOMORROW, TODAY: NAVIGATING CYBER SECURITY RISKS WITH STRATEGIC PRECISION
How To CREATE A CYBER SECURITY ROADMAP: A NECESSITY FOR YOUR ORGANISATION
PROGRAM MANAGEMENT PLAN: A USABLE TEMPLATE FOR YOU
BUSINESS CASE TEMPLATE: AN APPROACH TO DOCUMENTING YOUR NEXT |IT BUSINESS CASE
SUCCESSFULLY DELIVERING USER ACCEPTANCE TESTING FOR YOUR PROJECT
IT DEPLOYMENT MANAGEMENT FRAMEWORK
STEERING COMMITTEE TERMS OF REFERENCE AND CHARTER
UAT PLANNING GUIDE
DEFECT MANAGEMENT PLAN

ﬂ
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